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SOP for Work From Home
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Agenda:

Work place

Security Trends during COVID-19
Security / Monitoring issues
Things to remember

Tools available

Conclusion
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Working in office is no more option

Work place changed: What we need at home ?

A private room

* High speed Internet — 10 mb or more

* Computer / Laptop & Tablet/phone

* Access to office PC

* Access to office Server

* Access to payroll / accounts etc

* Access to SVN/ GIT / Source control etc
* Communication with Team members

* Daily reporting / timing
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Security Trends

New challenges / issues / attacks

* Surge in inexperienced remote workers — more cyber security risks
* Phishing emails and messages in the name of boss

* Malacious Cyber Actors

* Malware App — COVID19 app etc

* Test Free with symptoms to steam data

* Emonet Trojon — Spam - files /script/ mactro
* Agent Tesla — clipboard — encrypt and send

* RAT — Remote access Trojon

* Coronavirus map
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Security / Monitoring

Be Aware..

* Unsecure wifi password

* Hotspot / Internet shared
 Sharing of PC / remote access
* Access to office / VPN

* Remote desktop

* Security of Code

» Attendance / logging

e Watchman / Electrician at office
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Essential Movement

In case of emergency

* Deciding the person

* Arranging vehicle

* Government permission

* Vehicle Permission

* Health Monitoring /
* Security t ?
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hank  you
Dr. Ajay Data

ajay@data.in / 3ISTI@3TeT. AR
@ajaydata
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